
Don’t ignore ransomware. It’s bad. 

 

Adam Ferriss 
 

 

By Shira Ovide 

Ransomware attacks can be devastating, and they’re only getting worse. 

This form of cybercrime involves hackers breaking into computer networks and locking up 

digital information until the victim pays for its release. Hospitals crippled by ransomware 

attacks have been forced to turn away patients, and a natural gas pipeline was forced offline for 

two days last year. 

My colleague Nicole Perlroth has spent years chronicling the proliferation of cyberattacks, 

including ransomware. She spoke to me about steps that the U.S. government and individual 

organizations could take to better prevent it. Nicole tried to be hopeful but she has a 

discouraging diagnosis of ransomware’s root cause: America has failed to invest in its 

defense. 

Shira: Have ransomware attacks become more common or does it just seem that 

way? 
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Nicole: It has gotten worse. We’ve seen a surge in attacks, more types of organizations 

targeted and ransom demands up to the tens of millions of dollars. And ransomware gangs 

are hitting us in ever more visceral ways. 

The pandemic made things worse. Companies, schools and other organizations had to 

accommodate employees working virtually. That created more opportunity for criminals. 

Just in the last few months in the United States, ransomware gangs have hit big businesses, 

schools and universities, local governments, hospitals and the police. And they’re getting more 

brazen. A relatively new twist is criminals threatening to release organizations’ data publicly if 

they don’t pay. 

What are some of the consequences of ransomware attacks? 

Criminals recently targeted a police department in Florida and leaked records including a 

folder labeled “dead” with photos of bodies from crime scenes. 

The worst that I’ve seen happened at the University of Vermont Medical Center. The hospital 

couldn’t treat some chemotherapy patients because an attack wiped their records. Nurses 

said it was one of the worst experiences of their careers. 

How can anyone justify hurting cancer patients or leaking photos of dead 

people? 

I have no words for this that could be printed in a family newspaper. 

What is the United States doing to stop or slow ransomware? 

We’re not trying very hard. The United States is the most targeted country by cybercriminals 

and nation states, but we’re not acting like it. We’re mostly outlining guidelines for 

companies and government agencies to prevent ransomware attacks and hoping for the best. 

It’s not working. 

What should be done instead? 

There is no silver bullet, but there are some steps that could help. The U.S. government could 

designate ransomware as a national security threat on par with terrorism, which would 

funnel more intelligence resources to combat it. Countries that are safe havens for 

ransomware gangs such as Russia could be subject to sanctions or restrictions on travel to the 

https://nl.nytimes.com/f/a/ho5KrlmeiBlIjMLOtK3amA~~/AAAAAQA~/RgRibV-jP0TjaHR0cHM6Ly93d3cuY3liZXJzY29vcC5jb20vaG9uZXl3ZWxsLWN5YmVyLWludHJ1c2lvbi1pbmR1c3RyaWFsLz9jYW1wYWlnbl9pZD0xNTgmZW1jPWVkaXRfb3RfMjAyMTA0MjkmaW5zdGFuY2VfaWQ9Mjk5NDImbmw9b24tdGVjaC13aXRoLXNoaXJhLW92aWRlJnJlZ2lfaWQ9NTY0NTY2MDYmc2VnbWVudF9pZD01NjgxOCZ0ZT0xJnVzZXJfaWQ9MDkxZDgxZjNkNTVlZmZkYWU2NGY2NjcyMjhmZDdlMzhXA255dEIKYIGj2opgnolUiVISam9obnllc3Npc0BhdHQubmV0WAQAAAAA
https://nl.nytimes.com/f/newsletter/u6Z9Ksb6vPwyChawDuI_1A~~/AAAAAQA~/RgRibV-jP0TraHR0cHM6Ly93d3cubnl0aW1lcy5jb20vMjAyMC8xMS8yOS91cy9iYWx0aW1vcmUtc2Nob29scy1jeWJlcmF0dGFjay5odG1sP2NhbXBhaWduX2lkPTE1OCZlbWM9ZWRpdF9vdF8yMDIxMDQyOSZpbnN0YW5jZV9pZD0yOTk0MiZubD1vbi10ZWNoLXdpdGgtc2hpcmEtb3ZpZGUmcmVnaV9pZD01NjQ1NjYwNiZzZWdtZW50X2lkPTU2ODE4JnRlPTEmdXNlcl9pZD0wOTFkODFmM2Q1NWVmZmRhZTY0ZjY2NzIyOGZkN2UzOFcDbnl0QgpggaPaimCeiVSJUhJqb2hueWVzc2lzQGF0dC5uZXRYBAAAAAA~
https://nl.nytimes.com/f/a/vViJElTqz7FIKCFP7QRGBQ~~/AAAAAQA~/RgRibV-jP4QhAWh0dHBzOi8vc2FuZnJhbmNpc2NvLmNic2xvY2FsLmNvbS8yMDIxLzA0LzAzL3N0YW5mb3JkLXVuaXZlcnNpdHktb2YtY2FsaWZvcm5pYS10YXJnZXRlZC1pbi13aWRlc3ByZWFkLXJhbnNvbXdhcmUtY3liZXItYXR0YWNrLz9jYW1wYWlnbl9pZD0xNTgmZW1jPWVkaXRfb3RfMjAyMTA0MjkmaW5zdGFuY2VfaWQ9Mjk5NDImbmw9b24tdGVjaC13aXRoLXNoaXJhLW92aWRlJnJlZ2lfaWQ9NTY0NTY2MDYmc2VnbWVudF9pZD01NjgxOCZ0ZT0xJnVzZXJfaWQ9MDkxZDgxZjNkNTVlZmZkYWU2NGY2NjcyMjhmZDdlMzhXA255dEIKYIGj2opgnolUiVISam9obnllc3Npc0BhdHQubmV0WAQAAAAA
https://nl.nytimes.com/f/a/s0481BfL_k6AzaWxwOfEXw~~/AAAAAQA~/RgRibV-jP4QgAWh0dHBzOi8vd3d3LmFqYy5jb20vcG9saXRpY3MvZ2VvcmdpYS1lbGVjdGlvbi1uZXR3b3Jrcy11bnRvdWNoZWQtYnktaGFsbC1jb3VudHktcmFuc29td2FyZS1hdHRhY2svQjZRRTQ1MkNEVkRERExZVVFHSk43TFo1VjQvP2NhbXBhaWduX2lkPTE1OCZlbWM9ZWRpdF9vdF8yMDIxMDQyOSZpbnN0YW5jZV9pZD0yOTk0MiZubD1vbi10ZWNoLXdpdGgtc2hpcmEtb3ZpZGUmcmVnaV9pZD01NjQ1NjYwNiZzZWdtZW50X2lkPTU2ODE4JnRlPTEmdXNlcl9pZD0wOTFkODFmM2Q1NWVmZmRhZTY0ZjY2NzIyOGZkN2UzOFcDbnl0QgpggaPaimCeiVSJUhJqb2hueWVzc2lzQGF0dC5uZXRYBAAAAAA~
https://nl.nytimes.com/f/newsletter/m334kF8vZREPGWw0l3Re5g~~/AAAAAQA~/RgRibV-jP0T-aHR0cHM6Ly93d3cubnl0aW1lcy5jb20vMjAyMC8wOS8xOC93b3JsZC9ldXJvcGUvY3liZXItYXR0YWNrLWdlcm1hbnktcmFuc29tZXdhcmUtZGVhdGguaHRtbD9jYW1wYWlnbl9pZD0xNTgmZW1jPWVkaXRfb3RfMjAyMTA0MjkmaW5zdGFuY2VfaWQ9Mjk5NDImbmw9b24tdGVjaC13aXRoLXNoaXJhLW92aWRlJnJlZ2lfaWQ9NTY0NTY2MDYmc2VnbWVudF9pZD01NjgxOCZ0ZT0xJnVzZXJfaWQ9MDkxZDgxZjNkNTVlZmZkYWU2NGY2NjcyMjhmZDdlMzhXA255dEIKYIGj2opgnolUiVISam9obnllc3Npc0BhdHQubmV0WAQAAAAA
https://nl.nytimes.com/f/newsletter/Nxy52JkX-fbfIIsymoKFgw~~/AAAAAQA~/RgRibV-jP0TcaHR0cHM6Ly93d3cubnl0aW1lcy5jb20vMjAyMS8wNC8yNy91cy9kYy1wb2xpY2UtaGFjay5odG1sP2NhbXBhaWduX2lkPTE1OCZlbWM9ZWRpdF9vdF8yMDIxMDQyOSZpbnN0YW5jZV9pZD0yOTk0MiZubD1vbi10ZWNoLXdpdGgtc2hpcmEtb3ZpZGUmcmVnaV9pZD01NjQ1NjYwNiZzZWdtZW50X2lkPTU2ODE4JnRlPTEmdXNlcl9pZD0wOTFkODFmM2Q1NWVmZmRhZTY0ZjY2NzIyOGZkN2UzOFcDbnl0QgpggaPaimCeiVSJUhJqb2hueWVzc2lzQGF0dC5uZXRYBAAAAAA~
https://nl.nytimes.com/f/a/sqk551BoNeFZoxwTfexL3A~~/AAAAAQA~/RgRibV-jP4QHAWh0dHBzOi8vdGhlcmVjb3JkLm1lZGlhL3JhbnNvbXdhcmUtZ2FuZy10aHJlYXRlbnMtdG8tZXhwb3NlLXBvbGljZS1pbmZvcm1hbnRzLWlmLXJhbnNvbS1pcy1ub3QtcGFpZC8_Y2FtcGFpZ25faWQ9MTU4JmVtYz1lZGl0X290XzIwMjEwNDI5Jmluc3RhbmNlX2lkPTI5OTQyJm5sPW9uLXRlY2gtd2l0aC1zaGlyYS1vdmlkZSZyZWdpX2lkPTU2NDU2NjA2JnNlZ21lbnRfaWQ9NTY4MTgmdGU9MSZ1c2VyX2lkPTA5MWQ4MWYzZDU1ZWZmZGFlNjRmNjY3MjI4ZmQ3ZTM4VwNueXRCCmCBo9qKYJ6JVIlSEmpvaG55ZXNzaXNAYXR0Lm5ldFgEAAAAAA~~
https://nl.nytimes.com/f/a/BrbkHUC-eGXmdcCbfMR02A~~/AAAAAQA~/RgRibV-jP0T_aHR0cHM6Ly93d3cuZGF0YWJyZWFjaGVzLm5ldC90aHJlYXQtYWN0b3JzLWNsYWltLXRvLWhhdmUtYXR0YWNrZWQtY2l0eS1vZi1kYWRlLWNpdHktZmxvcmlkYS8_Y2FtcGFpZ25faWQ9MTU4JmVtYz1lZGl0X290XzIwMjEwNDI5Jmluc3RhbmNlX2lkPTI5OTQyJm5sPW9uLXRlY2gtd2l0aC1zaGlyYS1vdmlkZSZyZWdpX2lkPTU2NDU2NjA2JnNlZ21lbnRfaWQ9NTY4MTgmdGU9MSZ1c2VyX2lkPTA5MWQ4MWYzZDU1ZWZmZGFlNjRmNjY3MjI4ZmQ3ZTM4VwNueXRCCmCBo9qKYJ6JVIlSEmpvaG55ZXNzaXNAYXR0Lm5ldFgEAAAAAA~~
https://nl.nytimes.com/f/newsletter/eqbxUb3LuYB_LHu3c3PIIQ~~/AAAAAQA~/RgRibV-jP0TjaHR0cHM6Ly93d3cubnl0aW1lcy5jb20vMjAyMC8xMS8yNi91cy9ob3NwaXRhbC1jeWJlci1hdHRhY2suaHRtbD9jYW1wYWlnbl9pZD0xNTgmZW1jPWVkaXRfb3RfMjAyMTA0MjkmaW5zdGFuY2VfaWQ9Mjk5NDImbmw9b24tdGVjaC13aXRoLXNoaXJhLW92aWRlJnJlZ2lfaWQ9NTY0NTY2MDYmc2VnbWVudF9pZD01NjgxOCZ0ZT0xJnVzZXJfaWQ9MDkxZDgxZjNkNTVlZmZkYWU2NGY2NjcyMjhmZDdlMzhXA255dEIKYIGj2opgnolUiVISam9obnllc3Npc0BhdHQubmV0WAQAAAAA


United States. That would pressure countries to go after ransomware criminals inside their 

borders. 

 

We could also require that companies and government agencies that are hit by ransomware 

attacks disclose them publicly. The Treasury Department could consider prohibiting victims 

from paying ransoms. Most ransomware gangs demand payment in Bitcoin, and it could help 

trace criminals if banking industry “Know Thy Customer” rules and anti-money-laundering 

laws were enforced with cryptocurrency exchanges. 

And we need a 911-type hotline for ransomware victims. Organizations often don’t know who 

to call when they are targeted. 

What can organizations that are targeted by ransomware attacks do to prevent 

them? 

If companies, government agencies and organizations required all employees and others who 

access their computer networks to use strong passwords, password managers and multi-step 

authentication, it would go a long way to prevent cyberattacks. 

 

 

 

It would also help if organizations were required to have copies of their digital records and to 

back them up regularly. Victims wouldn’t be in the position to have to pay to recover their 

own data. The government could also create tax credits or other financial incentives for 

companies and government agencies to take those steps. 

I don’t want to blame victims, but why aren’t companies and public agencies 

taking those protection measures already? 

A lot of essential services are operated by small organizations that don’t have the resources or 

the capabilities to even do the basics. American hospitals, schools and governments are 

common ransomware targets because they tend to use older software with security holes that 

can’t be repaired. 

This sounds grim. 
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I don’t want people to feel hopeless. But yes, ransomware and other 

cyberattacks are only going to get worse. The central problem is America’s lack 

of urgency and investment to protect digital systems. 


